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About this Manual 

About this Manual 
The Checker 4G Communications and Programming Guide provides information about how to 

integrate a Checker 4G sensor into your particular environment, including: 

¶ Network configuration 

¶ Industrial network protocols 

¶ Integration with PLCs 



 

/ƘŜŎƪŜǊϯ пD /ƻƳƳǳƴƛŎŀǘƛƻƴǎ ŀƴŘ tǊƻƎǊŀƳƳƛƴƎ DǳƛŘŜ 

2/25/2011 |  Version 0.10 

P a g e | 8 

Networking 

Networking  
You can connect your Checker 4G sensor via a simple Ethernet connection. The Checker 4G 

sensor can be on the same subnet as your PC or it can be on a different subnet.  

If your Checker 4G sensor is on the same subnet as your machine, it supports the following 

Ethernet network assignments: 

¶ Link Local Addressing 

¶ DHCP client 

¶ Static IP 

¶ No IP address 

Checker 4G sensors are by default configured to use DHCP. You can, however, assign a static IP 

address to them, too.  

Automatic IP Address Assignment 

When the Checker 4G sensor is configured to support a DHCP server (default), the sensor first 

checks if it is directly connected to a PC. If so, connection is established through Link Local 

Addressing. This reduces connection time in case no DHCP server is found. 

If no Link Local Addressing occurs, the Checker 4G sensor waits for a DHCP server to assign an 

address.  

If the DHCP server cannot find a valid IP address, the Checker 4G sensor functions normally in 

run mode. The sensor continues to listen for an address assignment. During this time, however, 

no configuration is possible. 

Static IP Address Assignment 

You can configure your Checker 4G sensor to use a static IP address. In this case, the sensor only 

responds to the assigned address and does not use either Link Local Addressing or addresses 

assigned by the DHCP server. Your connection time, in this case, will be reduced. 

1. In the main menu toolbar, select Configure Checker. 
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Networking 

2. In the window that pops up, you can configure the IP settings according to your needs. 

 

Connecting Your Checker 4G across Subnets 
The following options can be used to connect to the Checker 4G sensor with the PC 
across subnets if you already know the IP Address of the Checker 4G sensor. 

1. In the Get Connected step, click Add in the Connection frame. 

  

2. In the Add Checker dialog box, click Add Checker By IP, then enter the IP address of the 
Checker 4G sensor.    
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Networking 

  

3. Click OK, then close the Add Checker dialog box. The Checker should now appear in 
the Checkers list. 

If your Checker is configured in a way that its IP address is assigned by a DHCP server, but is 

connected to a network where there is no DHCP server, then the Checker does not appear in the 

Connection list. Click Add. You will see your Checker sensor in the window that appears. Here 

you can further configure your device, if necessary. 

If your Checker is configured in a way that its IP address is set to be static, but you connect it to 

a network where there is a DHCP server but the IP range is different, your Checker does not 

appear in the Connection list. Click Add. You will see your Checker sensor in the window that 

appears. Here you can further configure your device, if necessary. 
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Industrial Network Protocols 

Industrial Network Protocols 
Checker 4G uses industrial network protocols that are based on standard Ethernet protocols. 

These protocols, such as EtherNet/IPϰ and PROFINET, are enhanced to provide more reliability 

than standard Ethernet.  

By default, industrial network protocols are disabled on Checker. To enable a protocol, connect 

to Checker, select Checker-Ҕ/ƻƴŦƛƎǳǊŜ /ƘŜŎƪŜǊΧ, then click Protocol Settings and enable the 

desired protocol. 
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EtherNet/IP 

EtherNet/IP 
EtherNet/IP is a communication system suitable for use in industrial environments. EtherNet/IP 

allows industrial devices to exchange time-critical application information. These devices include 

simple I/O devices such as sensors/actuators, as well as complex control devices such as robots, 

programmable logic controllers, welders, and process controllers. 

To understand Ethernet/IP you must understand the Common Industrial Protocol (CIP). 

Ethernet/IP can best be described as both an extension and wrapper of the Common Industrial 

Protocol (CIP). It operates over standard IEEE 802.3 Ethernet using the TCP/IP protocol suite. 

The Ethernet/IP implementation used by In-Sight sits directly above the Ethernet stack and uses 

ordinary sockets functionality. There are no non-standard additions that attempt to improve 

determinism. 

Common Industrial Protocol (CIP) 

The Common Industrial Protocol (CIP) is a media independent, connection-based, object-

oriented protocol designed for automation applications. It encompasses a comprehensive set of 

communication services for automation applications: control, safety, synchronization, motion, 

configuration and information. Currently CIP forms the core of EtherNet/IP, DeviceNet, 

CompoNet and ControlNet. 

hƴ 9ǘƘŜǊƴŜǘ /Lt ǎǘǊŀŘŘƭŜǎ ōƻǘƘ ¦5t ŀƴŘ ¢/tΦ /Lt άŜȄǇƭƛŎƛǘέ ƳŜǎǎŀƎƛƴƎ uses TCP to pass non-time 

critical point-to-point messages and commands from one device to another. /Lt άƛƳǇƭƛŎƛǘέ 

messaging uses UDP for time-critical control and I/O. 

 

CIP is based on an object model. These objects encapsulate a deviceΩǎ data and functionality (at 

least those portions you wish to expose to the outside world). The model provides a common 

way to access this data and functionality. 
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EtherNet/IP 

A number of predefined objects are required in all EtherNet/IP implementations. These 

primarily deal with device identity and communications. Other predefined objects may be 

optionally included. The CIP specification contains a complete library of predefined objects (such 

as Assembly, Discrete Output, Analog Input, AC/DC drive, and so on). Vendors may also create 

their own application specific objects. 

For an illustration of the EtherNet/IP simplified object model, see the following figure. 

 

EtherNet/IP Implementation of CIP 

For the relationship between CIP, EtherNet/IP, and TCP/IP, see the following figure. The primary 

components of EtherNet/IP are two new CIP objects and an encapsulation layer. 
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EtherNet/IP 

 

 

The encapsulation layer is a wrapper which allows native CIP to pass across standard IEEE 802.3 

Ethernet using the TCP/IP protocol suite. It also provides extensions to CIP routing functionality 

to deal with the unique aspects of Ethernet. 

Two new CIP objects have been added to support EtherNet/IP; the TCP/IP Interface Object and 

the Ethernet Link Object. The Interface oōƧŜŎǘ ǇǊƻǾƛŘŜǎ ǘƘŜ ƳŜŎƘŀƴƛǎƳ ǘƻ ŎƻƴŦƛƎǳǊŜ ŀ ŘŜǾƛŎŜΩǎ 

TCP/IP network interface (IP address, network mask, and so on). The link object maintains link-

specific configuration, status and diagnostic information for an Ethernet 802.3 communications 

interface.  

CIP Messaging Types 

/Lt ǇǊƻǾƛŘŜǎ άƛƳǇƭƛŎƛǘέ messaging for real-ǘƛƳŜ Lκh ƻǊ ŎƻƴǘǊƻƭΦ /Lt ǇǊƻǾƛŘŜǎ άŜȄǇƭƛŎƛǘέ ƳŜǎǎŀƎƛƴƎ 

for non-time critical data transfers or informational messages. Currently Checker supports only 

implicit messages. 

Transmission Type Message Type Description Example 

Information Explicit Non-time-critical 

information 

Request/response command 

(such as setting a 

configuration parameter 

value) 

Ethernet Physical Layer 

Ethernet Data Link Layer 

IP 

UDP TCP 

Encapsulation Protocol 

 Encapsulation of CIP 

 CIP Messaging 

 Explicit, I/O, Routing 

Encap-

sulation of 

other 

industrial 

networks 
Internet 

Apps 

(e.g.HTTP) 

Internet 

Apps 

(e.g. NFS) 

     CIP Objects (core & app) 

In-Sight     

Sensor 

Checker 

Sensor 

Other 

Device 

Ethernet IEEE 802.3 

TCP/IP Suite 

EtherNet/IP 

CIP Common 

Device Application 

Key 



 

/ƘŜŎƪŜǊϯ пD /ƻƳƳǳƴƛŎŀǘƛƻƴǎ ŀƴŘ tǊƻƎǊŀƳƳƛƴƎ DǳƛŘŜ 

2/25/2011 |  Version 0.10 

P a g e | 15 

EtherNet/IP 

Transmission Type Message Type Description Example 

I/O data Implicit Real-time I/O data Real-time data from remote 

I/O device (such as sensor, 

switch, or motor control) 

 

Implicit Messaging 

hŦǘŜƴ ǊŜŦŜǊǊŜŘ ǘƻ ŀǎ άLκhέΣ ǘƘƛǎ ǘȅǇŜ ƻŦ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ƛǎ typically used for real-time data 

exchange, where speed and low latency are important. Implicit messages include very little 

information about their meaning, so the transmission is more efficient, but less flexible than 

explicit. The interpretation of the transmitted data is fast.  

²ƛǘƘ LƳǇƭƛŎƛǘ aŜǎǎŀƎƛƴƎ ȅƻǳ ŜǎǘŀōƭƛǎƘ ŀƴ ŀǎǎƻŎƛŀǘƛƻƴ όŀ ά/Lt ŎƻƴƴŜŎǘƛƻƴέύ ōŜǘǿŜŜƴ ǘǿƻ ŘŜǾƛŎŜǎΦ 

After the connection is established, a device will produce the Implicit Messages according to a 

predetermined trigger mechanism. Triggers can be Cyclic (most common), Change of State (CoS) 

or application-specific. Both devices know and agree on the data formats they will use (that is, 

ǘƘŜ ŦƻǊƳŀǘ ƛǎ άƛƳǇƭƛŜŘέύΦ CƻǊ 9ǘƘŜǊbŜǘκLtΣ LƳǇƭƛŎƛǘ aŜǎǎŀƎƛƴƎ ǳǎŜǎ ¦5t ŀƴŘ Ŏŀƴ ōŜ ƳǳƭǘƛŎŀǎǘ ƻǊ 

unicast. 

Implicit messaging are based on the assemblies. For detailed information on Assembly Objects, 

see Section Assembly Object. 

For an illustration of a typical I/O connection sequence of messages, see the following figure. 
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Device Classifications 

There are several device classifications, based on general behavior and types of EtherNet/IP 

communications that they support. Most devices fit into one of the following classifications. 

However, certain cases require a device to be multi-classified. For example, In-Sight is primarily 

classified as an I/O Adapter. It also has I/O Scanner capability which is used to connect to its I/O 

module.  

All EtherNet/IP devices are required to have minimal explicit server capability, to respond to 

device identification and configuration requests. 
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For an illustration of a matrix of communication types and device classifications, see the 

following figure. 

 

Explicit Message Server 

An explicit message server responds to request/response oriented communications initiated by 

explicit message clients. An example of an explicit message server could be a kiosk scrolling text 

display. 

Explicit Message Client 

An explicit message client initiates request/response oriented communications with other 

devices. Message rates and latency requirements are typically not too demanding. Examples of 

explicit message clients are HMI devices, programming tools, or PC based applications that 

gather data from control devices. 

I/O Adapter 

An I/O adapter receives implicit communication connection requests from an I/O scanner then 

produces its I/O data at the requested rate. An I/O adapter is also an explicit message server. An 

I/O adapter can be a simple digital input device, or something more complex such as a modular 

pneumatic valve system. 

I/O Scanner 

An I/O scanner initiates implicit communications with I/O adapters. A scanner is typically the 

most complex type of EtherNet/IP device, as it must deal with issues such as configuration of 

which connections to make, and how to configure the adapter device. Scanners also typically 

support initiating explicit messages. A programmable controller (PLC) is an example of an I/O 

scanner. 
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Checker and EtherNet/IP 

Checker 4G supports EtherNet/IP, an application level protocol based on the Common Industrial 

Protocol (CIP). EtherNet/IP provides an extensive range of messaging options and services for 

the transfer of data and I/O over Ethernet. All devices on an EtherNet/IP network present their 

data to the network as a series of data values called attributes. Attributes can be grouped with 

other related data values into sets, these are called Assemblies. 

Enabling EtherNet/IP involves the following main steps: 

¶ Make sure you have the Rockwell Software tool on your machine. 

¶ Set up the Rockwell Software tool so that it recognizes your Checker sensor. 

¶ Install the Checker Electronic Data Sheet (EDS) for the Checker sensor. 

Perform the following steps to set up EtherNet/IP: 

1. Verify that the Rockwell Software is on your PC. 

2. Make sure you select the Add on Profile installation and the Samples installation. Add 

on Profile is only used with Rockwell ControlLogix or CompactLogix PLCs. 

3. Install the Rockwell Add on Profiles by navigating to the following directory:  

 

4. Select the Rockwell AOP directory. 

5. If you have previously not installed the Rockwell AOP, now run MPSetup.exe from this 

directory. 
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6. From the Start menu, go to Programs Ą Rockwell Software Ą RSLinx Ą Tools Ą EDS 

Hardware Install Tool.  

 

7. Run the ESD Install tool. 

NOTE 

If you have an existing EDS file, uninstall it first, then install the latest version of the EDS. 

8. Run Checker. If a window pops up notifying you that a firmware upgrade or downgrade 

is necessary, act accordingly. Otherwise, continue with the next step.  

9. By default the Checker 4G has the EtherNet/IP protocol disabled. To enable the 

protocol, perform the following steps: 

a. In the upper menu toolbar, click Checker. 

b. Select Configure Checker. 

 

c. In the Checker Configuration window that pops up, click Protocol Settings and select 

EtherNet/IP. 
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d. Click OK. 

For these settings to take effect, the sensor automatically reboots. 

10. Your Checker sensor is now visible in the RSWHO.   

 

If your Checker 4G sensor is visible, but the icon is a question mark, repeat the ESD Installation. 

11. Open one of your jobs and integrate your Checker 4G sensor into your program using 

the Add on Profile. 












































































