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About this Manual

About this Manual

TheChecker 4@&ommunications and Programmi@yideprovides information about how to
integrate aChecker 4G sensarto your particular environment, including:

1 Network configuration
1 Industrial network protocols

1 Integration with PLCs
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Networking

Networking

You can connect yohecker 4G senswia a simple Ethernatonnection.The Checker 4G
sensor can be on the same subnet as your PC or it can be on a different subnet.

If your Checker 4G sensor is on the same subnet as your mactsoppirts the following
Ethernet network assignments:

1 Link Local Addressing
1 DHCRlient

g Static IP

1 No IP address

Checker 4G sensors are by default configured to use DHfCR.anhowever, assign a static IP
address to them, too.

Automatic IP Address Assignment

When the Checker 4G sensor is configured to support a DHCP &faarlt), the sensor first
checks if it is directly connected to a FGo, connection is established through Link Local
AddressingThis reduces connection time in case no DHCP serveund.

If no Link Local Addressingcurs, the Checker 4G sensaits for a DHCP server to assign an
address.

If the DHCP server cannot find a valid IP address, the Checker 4G sensor functions normally in
run mode. The sensor continues to listen for an address assignment. During this time, however,
no configuration ipossible.

Static IP Address Assignment

You can configure your Checker 4G sensor to use a static IP address. In this case, the sensor only
responds to the assigned address and does not use either Link Local Addressing or addresses
assigned by the DHCP servYour connection time, in this case, will be reduced.

1. Inthe main menu toolbar, sele@onfigure Checker

=
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Networking

2. Inthe window that pops up, you can configure the IP settings according togeds.

192.168.1.131

192.168.1.1

Connecting You€Checker 4@crossSubnets

The following options can be used to connect to @leecker 4G senswith the PC
across subnets if you already know the IP Address oftierker 4G sensor

1. IntheGet Connectedtep, clickAddin the Connectionframe.

Connection

1A1047XN003022
oy e  Connect | Refresh

4G7 Simulator

2. IntheAdd Checkedialog box, clickdd Checker By |Rhen enter the IP address of the
Checker 4G sensor

/] KSOUSNY nD /2YYdyAOFiA2ya FyR t NEINI YYAY T
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Networking

BT

1A1047XN003022 | LA1047NCO3022 (00-d0-24-13-58-89 10.10.80.174 ™

3. ClickOK then close theAdd Checkedialog box. The Checker should now appear in
the Checkerdist.

If your Checkelis configured in a way that its IP address is assigned by a DHCP server, but is
connected to a network where there is no DHCP server, then the Checker does not appear in the
Connectionlist. ClickAdd. You will see your Checker sensor in the window tippiears. Here

you can further configure your device, if necessary.

If your Checker is configured in a way that its IP address is set to be static, but you connect it to
a network where there is a DHCP servertatIP rangas different, your Checker does not

appear in theConnectionlist. ClickAdd. You will see your Checker sensor in the window that
appears. Here you can further configure your device, if necessary.
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Industrial Network Protocols

Industrial Network Protocols
Checker 4@ses industrial nigvork protocols that are based on standard Ethernet protocols.
These protocols,uxh as EtherNet/Il and PROFINEare enhanced tprovide more reliability
than standard Ethernet.

By default, industrial network protocols are disabled on Checker. To eagbletocol, connect
to Checker, selec@heckerhy / 2 Yy T A 3 dzNBher ckcio®INEKttingsand enable the
desired protocaol.
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EtherNet/IP

EtherNet/IP

EtherNet/IP is a communication system suitable for usaednstrial environments. EtherNet/IP
allows industriablevices to exchange tiraeriticalapplicationinformation. These devices include
simple I/O devices such as sensors/actuatorsyasas complex control devices such as robots,
programmable logic controllers, welders, amacess controllers.

To understad Ethernet/IP you must understand the Common Industrial Protocol (CIP).
Ethernet/IP can best be described as both an extension and wrapper of the Common Industrial
Protocol (CIP). It operates over standard IEEE SReBnet using the TCP/IP protocol siit

The Ethernet/IP implementation used by$ight sits directly above thHghernet stack and uses
ordinary sockets functionality.hEre are no norstandard additionshat attempt to improve
determinism.

Common Industrial Protocol (CIP)

The Common Industrial Protocol (CIP) is a media independent, connéeisenl, object

oriented protocol designed for automation applications. It encompasses a comprehensive set of
communication services for automation applications: control, safety, symitation, motion,
configuration and informationCurrently CIP forms the core of EtherNet/IP, DeviceNet,
CompoNet and ControlNet

hy 9GKSNYySG /Lt adN) RRfS& 02 (ukesTCB to passgriRimet / t ® / L
critical pointto-point message and commands from orgeviceto another./ Lt G A Y LI A OA G €
messagingises UDP fottime-criticalcontroland 1/Q

Application and User

Transport

Network

— B4

Data Link and Physical [

Any IP based network (i.e., Ethemnet)

CIP is based on an object model. Thalsiectsencapsulate aeviceQ dataandfunctionality (at
least those portions you wish to expose to the outside world). The model prozidesxmon
wayto access this data and functionality
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EtherNet/IP

A number of predefined objects are required in all EtherNet/IP implementations. These
primarily deal wth device identity and communications. Other predefined objects may be
optionally includedThe CIP specification contains a complete library of predefined objects (such
as Assembly, Discrete Output, Analog Input, AC/DC drive, and so on). Vendors rmesadso

their own application specific objects.

For an illustration of the EtherNet/IP simplified object model, see the following figure.

Legend
Assembly Identity
Object Object
Optional

Application
Specific
Object(s)

Communication
Objects/Services

Parameter
Object

TCP/UDP/IP
Ethernet 802.3

Network

Ethernet

Link

TCP/IP
Interface
Object

Object

EtherNet/IP Implementation of CIP

For e relationship between CIP, EtherNet/IP, and TCR#e the following figureThe primary
components of Ethédet/IP are two new CIP objects and an encapsulation layer.
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EtherNet/IP

Key
Device Application Internet Encapsulation of CIP industrial Internet
networks
(e.g. NFS) Encapsulation Protocol (e.g.HTTP)
EtherNet/IP UDP TCP
TCP/IP Suite

The encapsulation layer is a wrapper which allows native CIP to pass across standard IEEE 802.3
Ethernet using the TCP/IP protocol suite. It also provides extensions to CIP routing functionality
to deal with the uniqueaspects of Ethernet.

Two new CIP objects have been added to support EtherNet/IPF@RIP Interface Objeanhd

the Ethernet Link ObjecThe Interfaceod 2 SO0 LINR GARSA GKS YSOKIFYyAAY |
TCP/IP networinterface(IPaddress network mask, and so on). The link objegtaintains link
specificconfiguration,statusand diagnostiéinformation for an Ehernet 802.3 communications

interface

CIP Messaging Types

/ Lt LINRWiRKSEsagng forredl A YS Lkh 2NJ O2 LNRRATOR (/¢ L tY SIANE &
for nonttime critical data transfers or informational messag@arrently Checker supports only

implicit messages.

Transmission Type| Message Type | Description Example
Information Explicit Nontime-critical | Request/responseommand
information (such asetting a
configuration parameter
value

/| KSOUSNX nD /2YYdzyAOIFIGA2ya |yR t NEINIYYAYy3I DdzA
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EtherNet/IP

Transmission Type| Message Type | Description Example

I/O data Implicit Realtime 1/0O data | Reaitime data from remote
I/0 device guch asensor,
switch,or motor control)

Implicit Messaging

hFidSy NBEFSNNBR (2 Fa dL typicallyusédrok raatinieddatlts 2 F 02 Y Y dz
exchange, where speed and low latency are important. Implicit messages include very little

information about their meaning, so the transmission is more efficient, but less flexible than

explicit. The interpretation of theransmitted data is fast.

2 A0K LYLXAOAG aSaal3aay3a e&2dz SaidlofAiak [y +Faaz2o
After the connection is established device will produce the Implicit Messages according to a
predetermined trigger mechanism. Tgigrs can be Cyclic (most common), Change of State (CoS)

or applicationspecific. Both devices know and agree on the data formats they wiltheeig,

GKS F2NXYIG Ad GAYLEASREOD® C2NJ 9GKSNbSidkLt I LYL
unicast.

Implicit messaging are based on the assemblies. For detailed information on Assembly Objects,
see Sectiossembly Object

For an illustration o&typical /0O connection sequence of messages, see the following figure.
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EtherNet/IP

Typical I/O Connection Sequence of Messages

Originator
_ 9 TCPDataFlow  larget
| openTCP | R Step 1: (SYN)
| Connection |
b N Step 2: (SYN/ACK)
O
[ Step 3: (ACK)
" Create | ]
EtherNet/IP teeeeserefere e . i
R
\ Session . egisterSession Request _
[=8
§ RegisterSession Response
w
Y
( TR ForwardOpen R
CIP Unconn. E pen Request -
Message o £ UDP Data Flow
O § ForwardOpen Response L.
5 Originator out Target
cPio oY g (use ot (O-TData Flow o
Connection | nnection ID, Unicast)
Established, T-0 Data Flow
uses UDP This exists for as - ; :
\ long as needed by |-~ (use Connection 1D, Unicast of Multicast) é
the application ) -t ‘©
® >
3
B . The client may need to establish a ® 2
Application new TCP connection and a new ° E
Decidesto |~ H Session if the previous resources ]
Close the CIP were closed or timed out | (use C o-T Dé‘ta Flow 3
Connection | £ € Connection ID, Unicast) o
. -] ForwardClose Request o
5 T-O Data Flow ) S
o ForwardClose Response (use Connection 1D, Unicast of Multicast)
Close © v ]
EtherNet/IP  t-eeeeeess SN - N A
Session § UnRegisterSession R equest No
e N Response
Close TCP | | 5'5:1__][ _____ tc)r:his
Connection | Step 1: (FIN)
Step 2: (ACK)
Ej -
= Step 3: (FIN)
Step 4: (ACK)

Device Classifications

There are averal device classifications, based on general behavior and types of EtherNet/IP
communicationghat they support Most devices fit into one of the following classifications.
However, certain cases require a device to be muléissified. For example,-Bight is primarily

classified as an I/0O Adapter. It also has I/O Scanner capability which is used to conrseléOto it
module.

All EtherNet/IP devices are required to have minimal explicit server capability, to respond to
device identification and configuration requests.
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EtherNet/IP

For an illustration of a matrix of communication types and device classifications, see the
following figure.

No I/0 Data I/0 Server I/0 Client
smarE Scanner
PC-based controllers
Message Programming devices| Robot cont::ollers
Client Configuration tools PLCs

Operator interfaceg

Adapter

Operator interfaces
Weld controllers
Weigh scales

I/O modules

Message
Server

Safety Adapter Safety Scanner
Weld controllers Robot controllers
I/O modules PLCs

Explicit Message Server

An explicit message server responds to request/response oriented communications initiated by
explicit message clients. An example of an explicit messayer could be a kiosk scrolling text
display.

Explicit Message Client

An explicit message client initiates request/response oriented communications with other
devices. Message rates and latency requirements are typically not too demaBsiamgples of
explicit message clienare HMI devices, programming tools, or PC based applications that
gather data from control devices.

I/O Adapter

An 1/O adapter receives implicit communication connection requests from an 1/0 scanner then
produces its I/0O data at theequested rate. An 1/O adapter is also an explicit message server. An
I/0O adapter can be a simple digital input device, or something more complex such as a modular
pneumatic valve system.

I/O Scanner

An /O scanner initiates implicit communications with kdapters. A scanner is typically the
most complex type of EtherNet/IP device, as it must deal with issues such as configuration of
which connections to make, and how to configure the adapter device. Scanners also typically
support initiating explicit mgsages. A programmable control{@LC)s an example of an I/O
scanner
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Checker and EtherNet/IP

Checker 4Gupports EtherNet/IPan application level protocol based on the Common Industrial
Protocol (CIP). EtherNet/IP provides an extensive range of magsagtions and services for

the transfer of data and I/O over Ethernéill devices on an EtherNet/IP network present their
data to the network as a series of data values called attribuAdisibutes can bgrouped with
other relateddata values into set these arecalledAssemblies

Enabing EtherNet/IPinvolvesthe followingmainsteps:
1 Make sure you have thRockwell Software toain your machine.
1 Set upthe Rockwell Software toalo that it recognizes youthecker sensor
1 Install theCheckelElectronic Data Sheet (ED&)the Checker sensor
Perform the following steps to set up EtiNat/IP:
1. Verify that the Rockwelfoftwareis on your PC.

2. Make sure you select the Add on Profile installation and the Samples installaddn.
on Profile is oly used with Rockwell ControlLogix or CompactLogix PLCs.

3. Install the Rockwell Add on Profiles by navigating to the following directory:

& EtherNetIP ] =10l %]
Fle Edt View Favoites JTools Help \ H
2 = | '@ B | g
Qieck - () - [T | JIseach | Fodes | [ (3 X ) [F]

Address l_j C:\Program Files\Cognex\Checker Vision Sensors 3.1\EtherNet|P j =1 Go

‘ // EDS g Rockwell AOP

1 objects selected | | 4 My Computer 4

4. Select the Rockwell AOP directory

5. If you have previously not installed the Rockwell AOP, now run MPSetudpoex¢his
directory.
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6. From the Start menu, go to Progra®ysRockwell Softward, RSLin¥ ToolsA EDS
Hardware Install Tool.

-

D iPhone Configuration Utility

I RSLogix 5000 Tools [% RSLine Classic Online Reference

il A B33l LG = furs 10, Rotugia ouud - Cogn...

@) Juniper Networks » || ) BOOTP-DHCP Server N
a Sprint v || I FactoryTalk Activation »
@ FLASH Programming Tools » @ FactoryTalk Tools »
@) Seriall.com N G RSLinx »| G Tooks » | & EDS Hardware Installation Tool
@) Nokia PC Suite » || [ RSLogix 5000 Enterprise Series  » || %y RsLink Classic Pt OPC Test Chent
) Fluke hetworks | i) RSMetWorsx | ®y RLinx Classic Backup Restare tilty ] oPCTest Document
@) Gamin » | ) tiiies » || ®y Rstinx Classic Launch Control Panel
3 3
» »

fa DataMan_3_51_TPLE.

Bl Rockwel Software

I RSLogix S00 English

7. Run the ESD Install tool.
NOTE
If you have an existing EDS file, uninstall it first, then install the latest version of the EDS.

8. RunCheckerlf a window pops umotifying you that a firmware upgrade or downgrade
is necessary, act accordingly. Otherwise, continue with the next step.

9. Bydefault theChecker 4(as the EtherNet/IP protocol disabled &nable the
protocol, perform the following steps:

a. Inthe uppemenu toolbar, click Checker.

b. Select Configure Checker.

® Cognex Checker Vision Sensors - (New Job)*

Configure Checker...

Tl

c. Inthe Checker Configuration window thadgs up, click Protocol Settings and select
EtherNet/IP.
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d. Click OK.

For thesesettingsto take effect the sensor automatically reboots.

10. YourChecker sensas now visible in the RSWHO.

If yourChecker 4G sens@ visible, but the icon is a question mark, repeat the ESD Installation.

11. Open one ofyour jobs and integrate you€Checker 4G sensorto your program using
the Add on Profile.
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